DP

oder

Warum wir in unseren Paketen nicht
gerne herumschnuffeln lassen.
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Genau das passiert mit lhren Daten im Internet.




A LICS'UC’ the B
°ry of oxygen, because the
e science it helped inaug - -

tion” was in full swm&
, de nomenclature chim:,

ern chems

CC BY-NC-SA Jake Bouma



0 4 bytes 31

" |version| ihl total length n
flags fragment offset
Header — | L — — — header cheelsun— - — -~ SPI
I source address I
: destination address :.-x
L N options |
= ' ~ DPI
Payload — : data :
: |
> -

Mueller & Kuehn, deeppacket.info






netneutralitymap.org



DPI Deployment and Governance

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012
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US: Warrantless wiretapping I Litigation, legislation on immunity
US: Comcast P2P blocking - FCC proceeding & appeal
CA: Bell Canada P2P throttling I ITMP proceeding

NL: UPC P2P throttling UP. ¢ NL: KPNI |l__HN

law
US: Behavioral Advertising _- Litigation, Legis., FTC proceedings

UK: Ad injection :- Investigation, litigation

US: Music industry vs. Universities HEOA legislation

BE/EU: SABAM v. Scarlet

IE: IRMA-Eircom litigation Eircom settiement

EU: Stakeholders dialogue

EU, FR, UK Graduated response
Lot cr oo b e b v b v v b v b cr e br

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012

Mueller & Kuehn, 2012
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A personalised,
safer, more interesting
internet experience

Personalised content and advertising.
Exira online security.

Personalised and safer internet

PhormDiscoveris a free senvice offered to you by your ISP (fixed or wireless), which See also:
automatically brings you relevant, personalised content from across the web.

FhormDiscover
Ifyou choose to use it |§ i f / ur interests FPhormSecure
L L i Industry-leading privacy

We also offer PhormSecure, an automatic security capability that warns you if you
are ahout to go to a fraudulent site, and protects you and your family from possible
phishing or malware attacks.
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A GLOBAL ASSESSMENT OF INTERNET AND DIGITAL MEDIA

PARTLY FREE . NOT FREE NO DATA







4 Layers of Awareness

IEEEN service optimization, monetization and personalization

begin with granular visibility and an understanding of how [P-
broadband network resources and services are being consumed. To
that end, DART provides four layers of traffic awareness: application,
device, subscriber, and network topology.
92 Application Awareness

The phenomenal growth of the smartphone market is
reflected in equally strong growth in the number of applications
that run on these devices. Users are demanding access to an ever-
growing number of services including social networking, VolP, chat,
and video. Allot's DART identifies more over-the-top applications
than any other solution on the market and can assign individual

AR OREG R RGN M EI TR D ART is able to identify the

voice and chat features of Skype, M5N and Yahoo messengers -

enabling operators to gain deeper insights into user behavior.

Through proactive learning, DART is able to EeElq SR EUE-T

tactics as applications attempt to evade detection [ IEEERETEE
of measures such as concealment - as in the case of bandwidth-
heavy peer2peer applications like BitTorrent. Frequent and ongoing
updates to Allot’s extensive signature library are designed to keep

pace with developments and advances in Internet applications.

D Device Awareness
AN distinguish between different d evices BR i
smartphones, or tablets; and different handset makers — such as

iPhone, Samsung, and BlackberryQSy[eRVES= R vl 6B EAo S Tl i 8

devices for certain types of usages. For example, syl U=

are the choice for bandwidth heavy video applications; others are

preferred for latency sensitive applications, such as gaming; while
a third type of devices are more user-friendly for emailing. Qi3
ability to correlate between the type of device and its most popular
usages can be highly instrumental in future capacity planning, in the
introduction of personalized service plans, as well as in strategic
decision making.

Allot's device awareness functionality enables operators to monitor
tethering — using a mobile device as a modem for another device
such as a laptop. The ability to identify tethering is important in

service plan level enforcement, quota reporting, and charging.

& Subscriber Awareness
DART can also identify the user who is generating
the traffic. For example, the service provider may see that one
subscriber is streaming YouTube videos to his laptop, while another

is “skyping” from her iPhone. DART employs real-time mapping of

static or dynamically allocated IP addresses to subscribers GllsRUTEIl
service plans in order to monitor subscriber-application usage and

] track consumption pattems and trends in orderto personalize the

Internet experience.
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Why s the
Important for Service Providers?
The Cisco® SCE Service Control Engine is a network

element that provides a powerful service managememt

of each apphcahon flow for apphcanon and session-
based classification and management of IP traffic for
each subscriber. With the Cisco SCE, service providers
can:

Analyze, report on, and bill for subscriber and appli-
cation usage

Classify and manage ap
ing web browsing, mu|t|mr.—:-d|a Streammg, and peer-
to-peer applications)

Enforce quality-of-service {QDS} pohmes and

Deploy service tiers based on volume, time,
content, and premium IP service delivery

What Problems Are Solved?

With millions of subscribers worldwide connecting to
an array of media from many sources, service providers
have not been able to fully track and bill for all of these

bandwidth resources.

How Does the Cisco SCE Work?

The Cisco SCE is deployed at the network access or
aggregation layer (Figure 1). In the basic implementation,
the Cisco SCE views packets and flows at the applica-
tion level. It exports traffic records to the Cisco Service
Control Collection Manager, whu:h prowdes data to the
reporting tool, including ligljelfast=1tle
users, applications most u

Figure 1. Cisco Service Control Engine Topology
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ith the fast development
of mobile Internet, mobile
data trafhic volume increases
rapidly. However, restricted
by technical means of service control, SIS

operators have been mainly adopting the

traditional “pipe lease” operation model, and

result, the traffic volume has tremendously
increased but the income has not kept
pace. Then how to implemt‘nt intensive
management of bandwidth resources and
maintain continuously growing profits?

Intelligent packet core
network

The traditional mobile packet core
WY is no more than a transparent
channel for service bearing. Since it can't
distinguish from the varied streams of
services passing thmugh the channel,
all services are processed as bit streams

without discrepancies. Such a channel is
IERENNY known as a “dumb pipe”.

Since packet core network can not
identify different services accurately,
operators have to use pipe lease billing
based on traffic or time instead of their
virtual values to perform flexible billing,
management and control. For example, P2P
download of flat rate users has accounted
for 50% - 80% total trafhic, and munched
a great deal of bandwidth resources, but
generated zero additional income.

OIS EN M v olume-based billing
system is confusing and unattractive for the
ordinary users because “data traffic volume”
is difficult to understand and measure.
On the other hand, the simple time-based
billing system, especially the surge of data
trafhc catalyzed by monthly flat rate billing,
has worsened the pipe transparency for
operators day by day, tipping the balance
between operation and profit.

How can operators promote mobile

data business effectively, and continuously

make a profit on the surging darta traffic by
shifting from “pipe lease” operation model
to intensive operation?

The transition of mobile data service
operation calls for the emergence of an
intelligent packet core network, which,
based on service awareness, has abundant
functionality like content-based billing,
service control, bandwidth management,

service analysis and personal firewall,
etc. The intelligr:nt packet core network
gives new vitality to mobile data service
operation, and is regarded as the intelligent
“heart” of the mobile Internet.

Service awareness means to distinguixh
the various services carried by the
network tl‘lmugh deep inspection into
the service data erators can
charge according to the services thar the
users actually use, as is called content-

based billing. The control of services is

totally dictated by the operators, who can
strategically control the access of services
to the network, and assign different



T-Mobile of Deutsche Telekom chose Huawei

Germany,
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Solving the P2P dilemma

In Greek mythology, Sisyphus was a king forced by the gods to continuously roll a
rock up a mountain. Gravity would make the rock roll back down and Sisyphus had
to repeat this unending labor throughout eternity.

The emergence of P2P technology has brought telecom operators a similar

% situation. The speed at which operators expand networks always fails to keep up
with the growth of P2P traffic. Network bandwidth is the rock and expansion the
endless repetition.

Predominantly P2P traffic
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Der Einsatz solcher Techniken
gehort verboten, der Export in
nichtdemokratische Staaten
unterbunden und unter Strafe
gestellt.

Wir brauchen eine gesetzliche
Festschreibung der Netzneutralitat,
um ein offenes Internet zu erhalten.



NELY,

Netzneutralitat
Yay
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